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The GDPR
in the context of Academic Research

ODISSEI workshop, Utrecht, October 26 2017
Marlon Domingus

Does Privacy Threaten Research
And / Or
Does
Research
Threaten
Privacy?
• The GDPR defines privacy rights and responsibilities
• but with the intend to facilitate the responsible free floating of data within the EU to
strengthen the internal market, especially by public - private driven innovation.
• The Right to Privacy is not an absolute right, but a fundamental right amongst other
rights.
“The right to the protection of personal data is not an absolute right;
it must be considered in relation to its function in society

and be balanced against other fundamental rights,
in accordance with the principle of proportionality.”
Recital (4) GDPR

• Conclusion: no business as usual, but also no disruption of research.
• GDPR is a game changer, and we have to shift to the new paradigm
4

Code: What, How and Who
October 2017

25 May 2018

Who
What & How

University: necessary general
conditions to enable researchers
to demonstrate compliance;
policy, guidelines, infrastructure
and skilled and available research
support staff.
Dean: additional necessary
discipline specific conditions
to enable researchers to comply;
policy, guidelines, infrastructure
and skilled and available research
support staff.
Faculty: follow privacy principles
& use policy, guidelines,
infrastructure and skilled and
available research support staff.

2. The EU General Data Protection Regulation:
Privacy Before, During and After Research

Created in collaboration with the GDPR Coalition

1. The EU General Data Protection Regulation:
Article 5 GDPR: Principles Relating to Processing of Personal Data

Source: http://gdprcoalition.ie/infographics/

Privacy Before Research: Data Management Plan
Privacy Principles

1

2

DPIA

Risks, Appropriate Organisational
and Technical Measures, Ethical
Self Assessment
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Data Management Plan

Two Models of Governance
Command & Control

Reflexive regulation

•

Fixed norm

•

Situated norm

•

Actor

•

Multiple Actors

•

Sanction

•

Learn

•

Example: METC

•

Example: intervision

Source: Prof. Dr. Antoinette de Bont, Erasmus School of Health Policy & Management (ESHPM): The Governance of re-use of data. Summerschool 9-12 July 2017 @ Erasmus MC.

Reprise: Two Models of Governance
Reflexive regulation

Focus Points:

•
•
•
•

Nature of the Data
Nature of the Consortium
Nature of the Dataflow
Appropriate Measures

•

Situated norm (in context)

•

Multiple Actors

•

Learn

Balancing the legitimate interests of the research
and the privacy rights of the individual
“The right to the protection of personal data is not an absolute
right; it must be considered in relation to its function in society
and be balanced against other fundamental rights,
in accordance with the principle of proportionality.”
Recital (4) GDPR

“processing is necessary for the purposes of the legitimate
interests pursued by the controller or by a third party, except
where such interests are overridden by the interests or
fundamental rights and freedoms of the data subject […]”
Article 6(1)f GDPR
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Source: Brendan Van Alsenoy (Belgian Privacy Commission), Balancing the interests of controllers and the rights of the data subject.
Brussels Privacy Hub, VUB Brussel, June 30 2017.

Balancing the legitimate interests of the researcher
and the privacy rights of the individual
Article 8 - Protection of personal data

1. Everyone has the right to the protection of personal data
concerning him or her.
2. Such data must be processed fairly for specified purposes
and on the basis of the consent of the person concerned or
some other legitimate basis laid down by law. Everyone has the
right of access to data which has been collected concerning him
or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an
independent authority.
12
Source: Charter of Fundamental Rights of the European Union (2012/C 326/02).
Online: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:12012P/TXT&from=EN .

Balancing the legitimate interests of the researcher
and the privacy rights of the individual
individual’s rights
of the data subject

GDPR
Member States’ Implementation Legislation
(Inter)National Codes of Conduct
- ISO Standards
- NEN Norms

legitimate interests

independent authority

public interest of research
13
Source: Prof. Dr. Gloria González Fuster: Recent jurisprudence of the European Court of Human Rights and the Court of Justice of the European Union.
Brussels Privacy Hub, VUB Brussel, June 30 2017.

WP29 Opinions
- Discipline Specific
- Good Practices

Balancing. Four Steps.
1. Legitimate interests of controller or 3rd party

•
•
•
•
•
•

freedom of expression
direct marketing and other forms of advertisement
enforcement of legal claims
prevention of fraud, misuse of services, or money laundering
physical safety, security, IT and network security
whistle-blowing schemes

2. Impact on data subject
Actual and potential repercussions
• Nature of the data
• How the data are processed
• Reasonable expectations data subject
• Nature of controller vis-à-vis data subject
3. Make provisional balance
“Necessary”
• Least intrusive means
• Reasonably effective
• Balance of interests
4. Safeguards
Measures to ensure that the data cannot be used to take decisions or other actions with regard to individuals.
• anonymisation techniques, aggregation of data
• privacy-enhancing technologies, privacy by design
• increased transparency
• general and unconditional right to opt-out
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Source: Article 29 Data Protection Working Party. Opinion 06/2014 on the "Notion of legitimate interests of the data controller under Article 7 of Directive 95/46/EC".
Adopted on 9 April 2014. Online: http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp217_en.pdf

Research Scenarios and the General Data Protection Regulation:
Privacy Principles and Corresponding Actions

Source: Centrum voor Informatiebeveiliging en Privacybescherming (CIP): Handleiding Privacy by Design, 7 mei 2017. https://www.cip-overheid.nl/wpcontent/uploads/2017/05/20170507%20Handleiding%20Privacy%20by%20Design%20v3.0.pdf

What we don’t want; Data Breaches 2017:

16
Source: Information is Beautiful: Data Breaches (public), bit.ly/bigdatabreaches

Privacy Before Research:
Privacy by Design Strategy (‘traditional research’)

17
Source: ENISA report (2015): Privacy By Design In Big Data. Online: https://www.enisa.europa.eu/publications/big-data-protection/at_download/fullReport

Privacy Before Research:
Privacy by Design Strategy (Big Data research)

18
Source: ENISA report (2015): Privacy By Design In Big Data. Online: https://www.enisa.europa.eu/publications/big-data-protection/at_download/fullReport

Privacy Enhancing Technologies in Big Data
Anonymization in big data (and beyond)
Utility and privacy
Attack models and disclosure risk
Anonymization privacy models
Anonymization privacy models and big data
Anonymization methods
Some current weaknesses of anonymization
Centralized vs decentralized anonymization for big data
Other specific challenges of anonymization in big data
Challenges and future research for anonymization in big data
Encryption techniques in big data
Database encryption
Encrypted search
Security and accountability controls
Granular access control
Privacy policy enforcement
Accountability and audit mechanisms
Data provenance
Transparency and access
Consent, ownership and control
Consent mechanisms
Privacy preferences and sticky policies
Personal data stores

19
Source: ENISA report (2015): Privacy By Design In Big Data. Online: https://www.enisa.europa.eu/publications/big-data-protection/at_download/fullReport
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Research Scenarios and the General Data Protection Regulation:
1. Individual Academic Research
Based on Existing Data

existing data
adequate organisational
and technical measures
accessing and collecting data
principal investigator academia
existing observed data
online / sensor data

storing data

analysing data

deleting data

archiving data for follow-on research
own research

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

Research Scenarios and the General Data Protection Regulation:
2. Academic Research by an International Research Group
Based on Existing Data

existing data
adequate organisational
and technical measures

adequate organisational
and technical measures

sharing data for analysing, archiving
and publishing purposes

accessing and collecting data
principal investigator academia
existing observed data
online / sensor data

storing data
accessing data
academic researcher
academic researcher
academic researcher
analysing data

analysing data

deleting data

archiving data for follow-on research
own research
archiving data

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

publishing data

Research Scenarios and the General Data Protection Regulation:
3. Individual Academic Research
Based on Generated Data from Data Subjects
- informed consent
- public interest

adequate organisational
and technical measures
generating new data

principal investigator academia

data subjects

storing data

analysing data

deleting data

archiving data for follow-on research
own research

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

Research Scenarios and the General Data Protection Regulation:
4. Academic Research by an International Research Group
Based on Generated Data from Data Subjects
- informed consent
- public interest

adequate organisational
and technical measures
generating new data

adequate organisational
and technical measures
sharing data for analysing, archiving
and publishing purposes

principal investigator academia

data subjects

storing data
accessing data
academic researcher
academic researcher
academic researcher
analysing data

analysing data

deleting data

archiving data for follow-on research
own research
archiving data

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

publishing data

Research Scenarios and the General Data Protection Regulation:
5. Academic Research by an International Research Group
Based on Generated Data from Data Subjects Combined With Existing Data
- informed consent
- public interest

adequate organisational
and technical measures
generating new data

adequate organisational
and technical measures
sharing data for analysing, archiving
and publishing purposes

principal investigator academia

data subjects

storing data
accessing data

existing data

academic researcher
academic researcher
accessing and collecting data
academic researcher
analysing data
existing observed data
online / sensor data

analysing data

deleting data

archiving data for follow-on research
own research
archiving data

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

publishing data

Research Scenarios and the General Data Protection Regulation:
6. Academic Research by International Public - Private Research Group
Based on Generated Data from Data Subjects Combined With Existing Data
- informed consent
- public interest

adequate organisational
and technical measures
generating new data

adequate organisational
and technical measures
sharing data for analysing, archiving
and publishing purposes

principal investigator academia

data subjects

non academic
research partner

storing data
accessing data

existing data

academic researcher
academic researcher
accessing and collecting data
academic researcher
analysing data
existing observed data
online / sensor data

analysing data

non academic
research partner
deleting data

archiving data for follow-on research
own research
archiving data

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

publishing data

Research Scenarios and the General Data Protection Regulation:
7. Academic Research by International Public - Private Research Group
Based on Generated Data from Data Subjects Combined With Existing Data and Licensed Data
- informed consent
- public interest

adequate organisational
and technical measures
generating new data

adequate organisational
and technical measures
sharing data for analysing, archiving
and publishing purposes

principal investigator academia

data subjects

non academic
research partner

storing data
accessing data

existing data

academic researcher
academic researcher
accessing and collecting data
academic researcher
analysing data
existing observed data
online / sensor data

analysing data

non academic
research partner
licensed data
deleting data

archiving data for follow-on research
own research
archiving data

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

publishing data

Research Scenarios and the General Data Protection Regulation:
8. Academic Research by International Public - Private Research Group & Third Parties
Based on Generated Data from Data Subjects Combined With Existing Data and Commercial Data
- informed consent
- public interest

adequate organisational
and technical measures
generating new data

adequate organisational
and technical measures
sharing data for analysing, archiving
and publishing purposes

principal investigator academia

data subjects
non academic
research partner

storing data
existing data

accessing data

non academic
service provider

academic researcher
academic researcher
accessing and collecting data
academic researcher
analysing data
existing observed data
online / sensor data

analysing data

non academic
research partner
licensed data
deleting data

archiving data for follow-on research
own research
archiving data
non academic
service provider

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

publishing data

Research Scenarios and the General Data Protection Regulation:
9. Academic Big Data Research by International Public - Private Research Group & Third Parties
Based on Generated Data from Data Subjects Combined With Existing Data and Commercial Data
- informed consent
- public interest

adequate organisational
and technical measures
generating new data

adequate organisational
and technical measures
sharing data for analysing, archiving
and publishing purposes

principal investigator academia

data subjects
non academic
research partner

storing data
existing data

accessing data

non academic
service provider

academic researcher
academic researcher
accessing and collecting data
academic researcher
analysing data
existing observed data
online / sensor data

analysing data
HPC
non academic
research partner

licensed data
deleting data

archiving data for follow-on research
own research
archiving data
non academic
service provider

publicly publishing data
Marlon Domingus
Erasmus University Rotterdam
marlon.domingus@eur.nl
August 24 2017

publishing data

Research Scenario 1: Individual Academic Research Based on Existing CBS MicroData:
Privacy Principles and Corresponding Specific Actions
action

description

generic actions

corresponding actions

further processing
of existing personal data

Further processing for archiving
purposes in the public interest,
scientific or historical research
purposes.

access control,
permission control,
logging and monitoring of
mutations

- The microdata are to be used solely for statistical purposes, i.e. not for
administrative, judicial or fiscal purposes, nor for control purposes against
individuals, companies or institutions.
- Permission: only you via personal token and username / password
- Access: only you via Remote Access terminal and a CBS register phone (for
RA SMS code) or on site (CBS)
- No public wifi

storing personal data

Processed in a manner that ensures
appropriate security of the personal
data, including protection against
unauthorised or unlawful processing
and against accidental loss,
destruction or damage, using
appropriate technical or organisational
measures.

de-identify data,
access control,
permission control,
logging and monitoring of
mutations,
encryption of data,
storage and
communication

- You may not take information outside the Remote Access environment by
overwriting the data, taking photos or using the function button ‘printscreen’.

Processed in a manner that ensures
appropriate security of the personal
data, including protection against
unauthorised or unlawful processing
and against accidental loss,
destruction or damage, using
appropriate technical or organisational
measures.

de-identify data,
access control,
permission control,
logging and monitoring of
mutations,
encryption of data,
storage and
communication

Minimum number of observations: All tabular and similar output should have
at least 10 units (unweighted) underlying any cell or data point presented.

analysing personal data

- Always use the export folder in your account to export information from the
Remote Access environment so employees of CBS can check it for
disclosure risks.
- In case of disclosure: delete export folder.

Models: all modelled output should have at least 10 degrees of freedom and
at least 10 units have been used to produce the model. Degrees of freedom =
(number of observations) -/- (number of parameters) -/- (other restrictions of
the model).
Rules for frequency tables:
Group disclosure: In all tabular and similar output no cell can contain more
than 90 % of the total number of units in its row or column to prevent group
disclosure.
Rules for magnitude tables:
Dominance: In alle magnitude tables and similar quantitative data, the largest
contributor to a cell should not contribute more than 50 % to the total amount
in the cell.

archiving personal data

Processed in a manner that ensures
appropriate security of the personal
data, including protection against
unauthorised or unlawful processing
and against accidental loss,
destruction or damage, using
appropriate technical or organisational
measures.

de-identify data,
access control,
permission control,
logging and monitoring of
mutations,
encryption of data,
storage and
communication

It is prohibited to offer microdata as output.
This also means that:
- The (SPSS) command LIST cases may not be used in the output.
- No individual linking variables, such as RIN, RINADRES, BEID, BRIN, can
be included in the output.

Research Scenario 1: Individual Academic Research Based on Existing CBS MicroData:
Privacy Principles and Corresponding Specific Actions

Typical Issues

ODISSEI workshop, Utrecht, October 26 2017
Marlon Domingus

Typical Issues
1. Legal Ground

2. Further Processing
3. Informed Consent
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Source: Article 29 Data Protection Working Party. Opinion 06/2014 on the "Notion of legitimate interests of the data controller under Article 7 of Directive 95/46/EC".
Adopted on 9 April 2014. Online: http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp217_en.pdf

Legal Ground:
Article 6 EU GDPR "Lawfulness of processing"
1. Processing shall be lawful only if and to the extent that at least one of the following applies:
=> Article: 9

(a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes;
=> Article: 7
=> Recital: 42, 171

(b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the
data subject prior to entering into a contract;

(c) processing is necessary for compliance with a legal obligation to which the controller is subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of another natural person;

(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the
controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such
interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in
particular where the data subject is a child.
=> Article: 13, 21
=> Recital: 113, 47
Point
(f) of the first subparagraph shall not apply to processing carried out by public authorities in the performance of their tasks.
34

1. The EU General Data Protection Regulation:
Article 9 GDPR: 2. Paragraph 1 shall not apply if one of the following applies:
(a) the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except
where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject;
(b) processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the
data subject in the field of employment and social security and social protection law in so far as it is authorised by Union or Member
State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights
and the interests of the data subject;
(c) processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is
physically or legally incapable of giving consent;
(d) processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any
other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely
to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and
that the personal data are not disclosed outside that body without the consent of the data subjects;
(e) processing relates to personal data which are manifestly made public by the data subject;
(f) processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial
capacity;
(g) processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which shall be
proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures
to safeguard the fundamental rights and the interests of the data subject;
(h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of
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the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care

Further Processing
1.3.2. De grondslag verdere verwerking voor onderzoek
De hoofdregel voor een rechtmatige verwerking is dat organisaties die persoonsgegevens verwerken een rechtmatige grondslag moeten hebben voor de
verwerkingsactiviteit. Artikel 6 van de verordening geeft aan welke grondslagen mogelijk zijn. Artikel 41 van de Wet op het Centraal bureau voor de statistiek is een
belangrijk voorbeeld voor een wettelijke grondslag voor verwerking van persoonsgegevens voor onderzoek. Het CBS is bevoegd om -mits er voldaan is aan maatregelen
bij het CBS en de verzoeker- persoonsgegevens te verstrekken of toegankelijk te maken aan universiteiten in de zin van de WHW of andere bij wet ingestelde
instellingen voor het doel van statistisch of wetenschappelijk onderzoek. Daarnaast is een verwerking bijvoorbeeld toegestaan als er toestemming van de betrokkene is
of als de verwerking noodzakelijk is voor het gerechtvaardigde belang van de verantwoordelijke of een derde. De verantwoordelijke mag dan een afweging maken of
verdere verwerking voor een ander doel toegestaan is. De nationale wetgever kan daarnaast in een specifieke wettelijke bepaling verdere verwerking toestaan als
noodzakelijk en evenredige maatregel voor een zwaarwegend algemeen belang, zoals uitgewerkt in artikel 23 lid 1 AVG. Daarbuiten is de verdere verwerking slechts
rechtmatig indien en voorzover de verwerking noodzakelijk is voor de behartiging van de gerechtvaardigde belangen van de verwerkingsverantwoordelijke of van een
derde, behalve wanneer de belangen of de grondrechten en de fundamentele vrijheden van de betrokkene die tot bescherming van persoonsgegevens nopen, zwaarder
wegen dan die belangen, met name wanneer de betrokkene een kind is (artikel 6 (1) (f) AVG). Het verkrijgen van een nieuwe rechtmatige grondslag op grond van deze
afweging mag overigens niet als de aanvankelijke grondslag berust op toestemming van betrokkenen.

Artikel 5 (1) b AVG noemt nadrukkelijk de mogelijkheid van verdere verwerking voor het doel van wetenschappelijk onderzoek.

...de verdere verwerking met het oog op archivering in het algemeen belang, wetenschappelijk of historisch onderzoek of statistische doeleinden wordt overeenkomstig
artikel
36 89, lid 1, niet als onverenigbaar met de oorspronkelijke doeleinden beschouwd.
Source: Addendum 1, pg 36. VSNU Code of conduct for using personal data in research. To appear online: http://www.vsnu.nl/en_GB/code-personal-data

Informed Consent
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Source: EUR Legal RDM Services- templates and guideline: https://www.eur.nl/researchmatters/research_data_management/services/rdm_legal_services/

Next Steps

ODISSEI workshop, Utrecht, October 26 2017
Marlon Domingus

Source: LCRDM. https://www1.edugroepen.nl/sites/RDM_platform/RDM_Blog/Lists/Posts/Post.aspx?ID=12

Privacy: Maturity Model

How to use the compass
In the core, the four Denscombe
principles, serve as a starting
point.
In the next layer, the aspects
related to these principles are
listed.
In the outer layer, the actions for
faculty and/or research support
staff are listed.
The arrow aligns the principles
with the corresponding aspects
and actions
Thus four quadrants appear, with
a focus on the distinct aspects of
research integrity. Traditionally
ethics committees look at the
aspects of the lower left
quadrant. How to address the
aspects in the rest of the
compass? Suggestion: work
together with the Data Protection
Officer and the Legal Department
for a new governing approach to
assessing proper academic
practices.
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Questions?
drs. Marlon Domingus
Research Services
coordinator Community Research Data Management
T +31 10 4088006
E researchsupport@eur.nl
W https://www.eur.nl/researchmatters/research_data_management/ (services and templates)

Stay in touch via: https://www.linkedin.com/in/domingus/
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